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1 Introduction
1.1 Purpose of Document

The pace of change within Information and Communications Technology (ICT) is rapid, with
new inventions and opportunities appearing almost every day. Whilst much of the
technology is unseen and unsung, ICT plays a critical role in helping to improve the delivery
of the council’s services and it is important that there is close alignment between services
and technical direction of the council. This strategy describes how this will be achieved for
the three year period from 1% April 2009 through to 31% March 2012.

1.2  Strategic Context

1.2.1 The Isle of Wight Council has made a commitment to work with its partners in
delivering a better service to its residents and communities. In conjunction with its
partners on the Island Strategic Partnership (ISP), the council developed the vision
for the Isle of Wight to 2020, as part of its Sustainable Community Strategy, Eco
Island:

‘We want the Isle of Wight to become a world renowned Eco-Island, with a thriving
economy, a real sense of pride and where residents and visitors enjoy healthy lives,
feel safe and are treated with respect.’

1.2.2 To underpin this vision, four themes were identified for the Island as follows:

A thriving Island

A healthy and supportive Island
A safe and well-kept Island

An inspiring Island

1.2.3 To support the Eco Island agenda the Isle of Wight Council has added a fifth theme
called ‘Modernising the Council’. This would be done through:

Putting the customer first

Supporting staff

Improving value for money

Reducing the council’s impact on the environment
Making our buildings fit for purpose

1.2.4 In delivering the Eco Island themes, a number of projects/priorities have been
identified and are summarised in the corporate plan — this can be found on the
council’s website —
(http://www.iwight.com/council/documents/docFiles/CorporatePlan2008 2011.pdf)

1.2.5 An effective ICT Strategy must provide critical links to the organisations corporate
plan. Successful delivery of the strategy needs to be balanced with the investment
requirements and the ability to resource. The key areas that ICT will need to support
include:

e A safe and well kept Island — in supporting this theme will need to provide
better information through mechanisms such as the Observatory and GIS.
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e A thriving Island — supporting the carbon reduction with lower powered ICT
devices and better localised accessed to systems / services thus reducing
travel etc.

¢ A healthy and supportive Island — by providing better / safer access to ICT in
support of projects such as the ‘transforming social care’ priority.

¢ An Inspiring Island — supporting better learning through the ‘Building Schools
for the Future’ agenda and by supporting initiatives such e-induction, better
training, and skills for life.

e Modern Council — transformation of council services in support of providing
excellent services to residents, businesses and visitors in the most efficient
and cost effective manner. A number of key strands will need to be addressed
as follows:

= Provision of Value for Money ICT service delivery — including joint
working with Health and through the Hampshire Public Services
Network (HPSN) for better procurement and value added services.
= |mproved access to better and more efficient services by:
e Improving the customer journey.
¢ Flexible working to support property rationalization.
o Efficient processes.
¢ Enabling systems / infrastructure (e.g. BSIP, Every Child
Matters).
= Ensure continued operational support for the current ICT systems,
telephony and technology ensuring maximum availability for services.
(see Appendix 2 for current systems list)
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2  External Perspective

The external perspective takes a look at the issues that will affect the objectives and vision
for the council. It looks at the implications and issues that need to be taken into account to
support these issues.

2.1 Customer Expectations

The most significant and enduring trend affecting the delivery of services is the continually
rising increase in customer expectations. The public expect easier and better access to
services delivered seamlessly where possible at the 1* point of contact (e.g. face-face,
phone, e-mail, web, text etc) and be able to access services / systems safely and securely
with the knowledge their personal information is kept safe. This coincides however with the
need for the council to deliver services in the most cost effective way.

The main implications of these issues are:

¢ The need to develop a full range of ‘end-end’ transactions matching the customer
journey available through all channels.

e The need to ensure that processes are focussed on effective delivery not on
management failure.

¢ The need to develop the website as a means for reaching council services 24/7 and
reduce avoidable contacts through other channels.

e Proper appreciation and investment in ICT security, disaster recovery and business
continuity.

¢ Investments in systems and services that will help keep personal information safe.

2.2 Technological Considerations

Technology changes almost on a daily basis and needs a constant review of the market
place. These will need to be evaluated on a regular basis through business cases
throughout the life of the ICT Strategy. The main areas for consideration are:

e Technology to support Flexible Working, enabling members and staff to access
systems and voice from wherever they are working.

¢ The need to reduce the carbon emissions against the costs of ICT.

e The need to keep the ICT skill levels of the workforce upto date including both
corporate and service systems.

¢ Improved access to information and knowledge management in a safe and secure
manner over time. The Council has a duty of care to ensure this happens.

e The expectations for upto date technology but ensuring we keep it simple (KISS) and
also the expectancy for reliable and resilient ICT.

2.3 Economic Considerations

The downturn in worldwide economy and the need to reduce budgets have key implications
to the delivery of efficient services. This is in addition to the increasing drive for more
efficient and effective council services. The main implications for the council in terms of ICT
are:

¢ Centralisation of ICT budgets to support effective procurement and better facilitation
of suppliers
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Function based rather than price based procurement.
Strong licence management.

Access to strong negotiating / contracting skills.
Affordable / adequate support of ICT applications.

2.4 Environmental Considerations

The key environmental issues are in relation to national targets for reducing carbon

Long term budgeting and investment strategies to enable effective procurement.

emissions. ICT generates approximately 2% of global carbon CO2 emissions. This is mostly
from power used in the manufacture and distribution of equipment, power consumption of
servers in data centres and through power used by desktops such as PCs. The Isle of Wight
Council has an annual target to reduce its carbon emissions by 4%. The key issues for the

Isle of Wight Council are:

¢ Reduction in the number of printers and high powered desktop devices, and

consolidation of its server estate.

e Provision of more localised access to systems, thereby reducing the number of car

journeys and reduced costs.

2.5 National Projects / Considerations

There are a number of considerations that are affecting the Isle of Wight Council and will

continue to do so over the next few years. These are:

e The Elections in June 2009, including the election process and new members to the

council
¢ National projects such as:
o0 Every Child matters
Identity Cards
Information Assurance and Government Connect
People’s network
Personalisation and transformation of social care.

(el el olNe]

For some of these projects government funding is available but predicated on

achieving efficiency savings.

This list is not exhaustive and it is accepted that as the ICT strategy will be an

iterative process further projects will be added as required (see section on
Governance).

¢ The need to work closely with our partners in health, the police and other local

councils such as in Hampshire.

Developing ‘Shared Services’ in the way the council works
Comprehensive Area Assessment (CAA) — replacing CPA
Local Area Agreement (LAA2)

Payment Card Industry (PCI) standards compliance.

2.6 Legislative Considerations
The main legislation affecting ICT are:

e Data Protection Act — DPA (1998).
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Freedom of Information — FOI (2000).

Regulatory Investigatory Powers Act — RIPA (2000).

Disability Discrimination Act — DDA (1995).

Waste Electrical & Electronic Equipment directive — WEEE (2003).
Health & Safety Display Screen Equipment — DSE (1992).

Computer Misuse Act (1990).

Copyright, Designs and Patents Act (1988).

Electronic Commerce Act (2000).

European Procurement legislation (Public Contracts Regulations, 2006).
Public Records Act (1958) and updates (for accessibility requirements)
Local Government Act (1972) (records management obligations)
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3 The ICT Vision for the next three years

3.1 Whatis the vision for ICT?

3.1.1 By early 2012 the council expects the implementation of its ICT Strategy to have
enabled:

e Animproved customer journey by:

o0 Providing the ability for the council to understand customer needs
through better management information.

o Introducing ‘end to end’ electronic processes, meaning that most
customer queries can be dealt with at the first point of contact.

0 Reducing avoidable contact by significantly increasing the use of
self-service facilities through the website.

e Processes and services to be delivered more efficiently and effectively,
enabling new ways of working by:

o Providing value for money ICT and telephony that will allow
members and officers to work anytime, anyplace, anywhere. This
will be in particular with our partners at health and through joint
procurement as part of the Hampshire Public Services Network
(HPSN)

0 Ensuring all systems and infrastructure are ‘fit for purpose’,
replacing where necessary.

o0 Ensuring all members, users and ICT staff are appropriately skilled
to carry out their duties.

o Efficient and effective ICT service enabling improved support of
organisational priorities and current systems and services by:

0 Providing ‘best practice’ ICT processes through improved ICT
service management.

o0 Providing the infrastructure to enable service areas to ensure that
their personal information is appropriately secured.

o Providing more upto date and resilient ICT infrastructure.

o0 Provision of effective operational support for the current ICT
infrastructure, systems and telephony ensuring maximum uptime.

e A reduction in the council’'s carbon footprint by:

o0 Implementing ‘low powered devices’ desktop devices, fewer
printers and consolidation of servers

o Fewer journeys through more localised access to ICT / Home
working

0 Shared office space facilitated by improved ICT, making more
efficient use of resources

4.2 This will benefit:

e Citizens and local businesses by providing
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0 better information and services organised around specific need

0 increased ability to access the council through self service

o providing quick and easy access to information helping customers
and local businesses to get a better service

e Elected members and representatives by allowing

0 better access to data and information

o allowing more informed decisions on policies and priorities

o the ability to identify, understand and respond to the needs of
constituents

0 more accurate and timely information enabling quicker resolution
to queries and issues.

o Staff within the Isle of Wight Council by providing

0 more accurate and timely information

0 enabling resolution to the majority of enquiries and issues at the
initial point of contact

0 less reliance on paper based systems

0 Dbetter skills in using electronic systems.

o flexible working

e Partner organisations and suppliers by

0 managing the exchange of data with the council securely

o0 where of benefit, integrated systems and processes with the
council

0 ensure the citizens do not become ‘lost’ between agencies.
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4

Delivering the Vision

This section concentrates on describing the key processes that are needed to support the
ICT vision. It covers the following sections:

4.1

41.1

Better access to Information

Carbon reduction

Improved access to better and more efficient services
VFM ICT Service Delivery

Supported better learning

Better access to Information

Improve access

4.1.1.1 Effective management and use of information is increasingly becoming one of the

key differentiators between adequate and outstanding local authorities. The ability to
collect, analyse, share and present information quickly and easily to those who need
it is a critical function and needs solid ICT foundations on which to build.

4.1.1.2 To facilitate better access to information and more informed management decisions,

4.1.2

ICT will work with the organisation to provide technology to support:

e Our customer knowledge so that we learn from and focus our efforts on
the things that matter most to our customers.

e The creation of a ‘single view’ of our customers across many council
systems

e The Electronic Document Records Management system (EDRMS) to
more effectively manages the council’s information (both paper and
digital) and maintains database knowledge / records management.

e Work with the Information Observatory and Graphical Information systems
(GIS) projects to present a better view of our information.

e Ensure all our electronic information and systems are accessible and
meet the Disability Discrimination Act (DDA).

e Through the implementation of the Business Systems Improvement
Project, provide better access to financial and human resource
information.

Information Assurance

4.1.2.1 There is a need to continually reduce the risk of losing personal information that the

council holds ensuring we do not lose laptops, removable media and staff sending
information electronically when the contents of the information warrants tighter
controls. Under the seventh principle of the Data Protection Act information must be
kept in an appropriately secure manner. There are many other pieces of legislation,
which separately all put a duty of care on the Council to ensure that it maintains its
public records in accessible format. This will require a co-ordinated approach to
software and systems upgrades, to permit this continued accessibility over time.
(Bridge records, adoption records, one card members, direct debit information and
procurement/tender records all require the retention of records for varying lengths of
time).
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4.1.2.2 The ICT department will work with, and on behalf of, the Isle of Wight Council to

implement processes and associated technologies to ensure that the council stores
and processes information in accordance with guidelines provided by central
government. This will include the following:

e Appropriate compliance with the Government Connect Secure Extranet
(GCSx) Code of Connection (CoCo)

¢ All mobile devices are appropriately encrypted e.g. Laptops, tablets, PDA’s,
Smartphone’s, USB devices.

o Staff workshops on Information Assurance incorporating the Data Protection
Act and Freedom of Information Act

¢ Document Control Technologies: to aid the introduction and implementation
of Protective Marking as a culture of working.

e Supporting information published on the Intranet

e Compliance with ISO27001 (Information Security Management)

4.2 Carbon Reduction

4.2.1 ICT lies at the heart of sustainability, and worldwide on average consumes
approximately 2% of carbon usage which is roughly on a par with aviation. There are
two key reasons for this (a) ICT is a great consumer of raw materials and energy,
and (b) ICT is a key source of solutions.

4.2.2 Central government has set a vision for ICT in its own departments to be carbon
neutral by 2020, which coincides with our own targets.

4.2.3 The Isle of Wight Council runs a lot of computer systems and with the hardware and
peripheral devices used to access these systems contributes heavily on the current
carbon levels in the council.

4.2.4 Currently the Isle of Wight Council runs approximately 1,500 personal computers
(PC), which when active are high energy devices. In comparison a Thin Client
machine (diskless PC or ‘dumb’ terminal) or laptops are considered low powered
devices. Working towards replacing PC’s with low powered devices would provide
significant savings on power and reduction in carbon emissions. An example of this
is shown below (provided by ‘Environmental Leader’):

Thin Client Thin Client with | PC
server + cooling

Power Consumption 16w 41w 85w

‘x 8 hours per day’ 128Wh 328Wh 680Wh

‘x 220 working days per year 28kWh 72kWh 149kWh

Costs for 1 workstation per year £3.53 £9.05 £18.69

- 10 workstations £35.30 £90.50 £186.90

- 1000 workstations £3,530 £9,050 £18,690

- 2000 workstations £7,060 £18,100 £89,400

Savings Thin Client compared to PC 81% 51% -

4.2.5 In addition to this, the council uses:

e Approximately 150 servers, running both corporate and service led systems.
Work is already underway to consolidate these onto ‘virtual servers’ reducing
the number of physical servers needed and therefore reducing its carbon
footprint.
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e There is over 500 desktop / laser printers across the authority along with
about 30 multi functional devices.

4.2.6 Clearly there are a number of areas to be addressed. These will include:

4.3

43.1

4.3.2

e Gradual replacement of the council’s PC estate and replace them with low
powered devices. Dependant upon the user requirement (particularly in
terms of Flexible Working) this will include Thin Client machines, Laptops and
Personal Device Assistants (PDA’s).

e The Isle of Wight Council will ensure all procurements relating to ICT consider
and address the impact on carbon emissions.

e The ICT department will review how it disposes of its equipment.

e Develop a business case for replacing its desktop / laser printer estate with
‘Multi- Functional devices’ (copy, print, scan devices) and printers for
specialized use.

e Develop a business case for reducing the carbon emissions within the current
County Hall server farm. This will need to consider the merits of looking at the
current cooling system and the possibilities for recycling the heat back into
the building.

e Continue consolidation of the council’s server estate onto a virtualized
environment.

Improved access to better and more efficient services

The Isle of Wight Council has begun a programme of transformation (Modern
Council) with the ultimate aim of providing excellent services to residents, businesses
and visitors in the most efficient and cost effective manner. There are a number of
key strands for transformation and these are:

e Improving the customer journey
e Upgrade enabling systems / infrastructure
¢ Flexible working to support property rationalisation

Improving the customer journey

The key vision for improving the customer journey is to make it easier for customers
to deal with the Council at a time and in a way that meets their needs. The Council’s
Strategy to deliver this vision is to shift use of channels from face-to-face to phone
and from phone to web and to improve our existing face-to-face offer to those who
need it. A key measurement (NI 14) has been introduced as part of a review by
central government of national indicators, which is entitled ‘Reducing avoidable
contact minimising the proportion of customer contact that is of low or no value to the
customer’.

4.3.2.1 To support this vision, the ICT department will provide:

¢ Provide better management information to support efficient access to service
and customer information through the CRM, GIS and CorBusiness systems.

e Support the review of the customer journey process (end to end transactions)
and develop integrated solutions using the CRM system, council’s website
and back office systems.

e Develop the council’s website (www.iwight.com) to support more self-service
activity through integrated web forms, email tracking and citizen sign-on.
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¢ In conjunction with customer services look into and develop as appropriate,
SMS text facilities to keep residents informed of services / initiatives, respond
to queries, issue reminders and to conduct surveys.

4.3.3 Upgrade enabling systems / Infrastructure

4.3.3.1 Until recently ICT systems and infrastructure has not had the investment to allow it to
be kept upto date. The council is now suffering from having outdated systems and a
poorly performing infrastructure.

4.3.3.2 To support the transformation agenda the council will need to invest to ensure
services can be in a position to be delivered more efficiently and effectively. These
are:

e Replacement of Finance / HR systems — this programme is currently
implementing replacement systems under the Business Systems
Improvement Programme (BSIP), with live dates through 2009.

e Upgrade to Email and Calendar system (Exchange 2007) — upgrade to
current system due early 2009.

e Upgrade to corporate network — upgrades required to improve
performance and support implementation of higher demand systems (e.g.
Swift, ICS, BSIP, and public facing such as the People’s Network)

e Electronic Document Records Management system (EDRMS) — to
support key requirements around ‘Transforming Social Care’ and Flexible
working. This will also concentrate on delivering records management in
terms of managing retentions period dependant upon on the requirements
of relevant information.

e Lone Working system — the current system is unsupported and due to
the criticality of the system requires replacing. Will be replaced as part of
the upgrade to the ‘Tunstall’ lifeline system.

e |CT Resilience - procurement of a ‘Server Recovery’ contract to
counteract the event of a major disaster. Also upgrade to Telephony
system

4.3.4 Provision of effective operational support for existing systems

4.3.4.1 The ICT service will continue to provide effective operational support to the
organisation’s current systems and infrastructure. A breakdown of these can be
found in Appendix 2.

4.3.4.2 To ensure a continuity of services, ICT will provide:

e ICT Service support —through its Service Desk and 2™ Line Support

e Management of its Infrastructure — such as voice and data, server
maintenance and Database management

e Change, Configuration and Release management — to ensure all changes
are managed in an effective way

e Security management — to ensure the integrity of council’s infrastructure,
systems and services.
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e Software and Web support / development

e Application support — of corporate applications (e.g. SAP) and business
systems such as Swift, ICS and EMS

e Strategic development — to support the ICT strategy and architecture.

4.3.4.3 To ensure continuity of services, a number of ICT projects to manage hardware and
software upgrades will be carried out. These can be seen in Appendix 3.

4.3.5 Flexible Working and supporting property rationalisation

4.3.5.1 The IOW Council wishes to locate staff and public facing services in fewer, but
strategically placed and appropriately refurbished locations

4.3.5.2 The Council has four key reasons for wishing to do this:

e to improve services to customers by providing a wide range of public
facing services in locations defined by demographics and customer need

e to achieve cost savings through the reduction of duplication, improved
productivity, reduced running costs, and the sale or ending of leases on
surplus buildings

e to provide accessible fit for purposes buildings for customers and staff,
including those with disabilities (refer to property report called ‘Strategic
Property Review’ by Bruton Knowles)

e to improve the work/life balance of staff through offering flexible working

4.3.5.3 In providing a flexible working approach it must be possible for members and users
to be able to access their systems and be contactable from wherever they are
working. In order for the council to work in this way, the council would need to invest
in the following:

e Changes to desktop infrastructure — refreshing PC’s with “Thin Client’
devices with access to centrally held systems and data, or laptops /
mobile devices.

e Upto date telephone system — ability for an officer or member to use their
extension number wherever they are (either mobile or fixed phone).

¢ Development of EDRMS system — as officers become more flexible in
working arrangements they would need to access files securely from
wherever they are

¢ New systems to support flexible working — including Facilities booking
system (e.g. room / workstation booking), Presence (tracking) system,
On-line collaboration system and Mobile application solutions.

e Resilient services — to ensure continuity of service, a 2" Internet
connection along with further mirrored hardware for immediate failover.

e Multi Functional devices (MFD’s) — to replace most of the council’s printer
estate. These would be strategically placed in buildings with users able to
access them.
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e Wireless hot spots — to enable members and officers that are mobile or
constantly moving from office to office (senior managers) to connect to the
network more easily.

4.4 VFM ICT Service Delivery

4.4.1 During the summer of 2008, SOCITM (Society of ICT Managers) carried out an
independent peer review of the ICT Service. The report said that the service was
about average in comparison with other organisations and has recommended a
number of actions to improve (see Appendix 1 for Action plan). A copy of this report
is available on request.

4.4.2 This section covers the areas identified that will improve the overall service delivery
of ICT, including:

Delivering ‘Best practice’ ICT Service Management processes
Centralised procurement of ICT infrastructure

Joint working with partners

Management of projects

In addition to this, the section will also cover:
e Disaster recovery and Business continuity
4.4.3 Delivering ‘Best practice’ ICT Service Management

4.4.3.1 To improve on the average rating from the peer review, the ICT department will
implement the internationally recognised framework, best practice model for ICT
Service Management (called ITIL — Information Technology Infrastructure Library).

4.4.3.2 The ICT department is in the process of implementing the framework along with a
recently procured Configuration Management system. This will provide:

Improved incident and problem management

Better change, configuration and release management

Service Level Agreements including agreed performance levels

A system providing self service and improved management of ICT
processes.

4.4.3.3 Another key requirement for improved ICT service management will be the
introduction of the role of ‘Client Engagement’, as identified in the SOCITM review.
This role will be responsible for:

e Establishing Service Level Agreements (SLA’s) with all services

e Carry out regular 1:1’s with services to understand their requirements

e \Where resources are available, manage ICT projects on behalf of the
customer.

4.4.4 Centralised procurement of ICT infrastructure

4.4.4.1 The authority currently has a mixed approach to ICT service delivery. The centre is
responsible in principle for setting standards and providing the core infrastructure and
support services whilst directorates and departments are responsible for their own
systems and desktop.
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4.4.4.2 This approach has not worked well in practice and has led to demonstrable
inefficiencies in the strategic and operational development of ICT services across the
authority, such as:

e Services procure their desktops when they have budget available and not
necessarily when the desktop requires replacing.

e The ICT department can only act in an advisory capacity for ICT procurement,
merely recommending hardware or software and not controlling spend or who
gets ICT in any prioritised manner.

e Itis impossible to understand the financial spend on ICT due to the historical way
subjective codes are used upto now. With the implementation of the new
financial systems these subjectives are now being reviewed / revised.

e As ICT has no control when services order, the departments are suffering huge
peaks and troughs particularly around year-end as services tried to use up their
budgets.

4.4.4.3 1t is proposed that this will be addressed as follows:

e The ICT architecture (servers, networks, PCs, applications etc) will be split into
three categories as follows:

o Desktop infrastructure — e.g. PC’s, laptops, printers.

o Corporate services systems

0 Business specific applications (for corporate / business applications — see
Appendix 2 as to how these are split)

e Services with business specific applications will become responsible for the
provision, maintenance, enhancement and replacement of their respective
systems and will be required to:

0 Make adequate short, medium and long term financial provision for this.

0 Use the corporate ICT department as the supplier for this purpose (to
ensure the technical and strategic integrity of the council’s ICT
infrastructure).

0 Agree Service Level Agreements (SLAS) for this purpose

e The corporate ICT department will become responsible for the provision,
maintenance, enhancement and replacement of the corporate systems along with
the Desktop Infrastructure and will agree SLA’s to support this.

e The Council will agree an appropriate funding arrangement with both the
corporate ICT department and with directorates for this purpose. Any variations
will be managed through a formal change management process.

445 Joint working with partners

4.4.5.1 The ICT department is looking to work more closely with our partners both in health
on the Isle of Wight, and with other councils particularly in Hampshire. There are
many advantages for this as follows:

¢ |WC can take advantage of economies of scale through joint procurement
e Utilise local/regional expertise rather than pay for expensive consultancy on key
projects
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Shared services approach where efficiencies can be achieved through
consolidated working.

4.4.5.2 The key areas the ICT department will concentrate on are:

HPSN (Hampshire Public Services Network) — this is to procure a replacement to
the current system. We will work with all of our colleague Hampshire councils
with implementation due by November 2009

ICT Network fitments (cabling etc) — joint procurement with NHS by June 2009
Server Recovery Contract — joint procurement of disaster recovery contract for
server recovery with Winchester City and East Hants District councils.

Joint Head of ICT post — look into the possibilities of a joint post with NHS by
April 2009.

Government Connect Secure Extranet — This service will enable secure
communications and over time secure systems integration with other public
sector partner organisations, basic services available by April 2009.

4.4.6 Management of ICT Projects

4.4.6.1 Delivery of the ICT strategy will require significant investment and control and this
needs to be managed and controlled effectively. As a general principle:

The overall management of ICT programmes will comply with the guidelines set
out in Managing Successful Programmes published by the Office of Government
Commerce

Individual projects will be managed in accordance with council policy for
Programme and Project Management (see Intranet under -
https://wightnet.iow.gov.uk/onecouncil/ProjectManagement.aspx).

4.4.6.2 The organisation will need to ensure it covers project management in its bids for ICT
led projects to ensure the safe and effective delivery of all agreed projects. Where
projects are business led with an ICT element, then the business needs to ensure
ICT are involved from the earliest possible time.

4.4.7 Disaster Recovery and Business Continuity

4.4.7.1 The ICT department has two sets of obligations in terms of disaster recovery and
business continuity:

ICT Operations - The ICT department is in the process of developing a full
catalogue of services as part of the implementation of the ITIL framework which
will help define service level agreements and service obligations. This work will
be used to define and document alternative service delivery routes and methods
for the supply of equipment and restoration of services at alternative locations.
Once complete, this will complement the existing ICT disaster recovery and
business continuity plans which form part of the authority’s obligations under the
Civil Contingencies Act.
Support to the Wider Organisation - The ICT department is implementing a
number of projects which will increase resilience to its infrastructure. These
include:
o Delivery of full data network loop — this covers all the main buildings with a
continuous loop meaning any loss of service, data can be diverted the other
way resulting in continued service provision - completed
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o0 Configuration Management system — providing a full comprehensive list of all
ICT assets in one place that can be used in the event of a disaster — in
progress

0 Resilient telephone system — offsite in case of loss of County Hall

2" Internet connection — offsite in case of loss of County Hall

o0 Server Recovery contract — if invoked will provide a lorry full of servers within
4-6 hours.

@]

4.4.7.2 Relevant disaster recovery and business continuity tests will be carried out each year

4.5

45.1

4.5.2

4.5.3

45.4

4.5.5

to test the effectiveness of each set of plans.

Supported better learning

One of the biggest challenges in achieving the Transformation agenda is to ensure
the ICT knowledge, competence and skills of staff is at the right level. To achieve the
outcomes of the ICT Strategy and supporting organisational change will require much
more creative use of ICT and thereby increase the skills requirement of the
workforce.

Likewise the Isle of Wight Council increasingly needs to support our customers to
use ICT particularly for accessing on-line services.

A survey of our staff carried out in 2007 as part of the ICT Society of Information
Technology Managers (SOCITM) said that the Isle of Wight Council were below
average in ‘providing proper training to increase ICT knowledge and skills base’. Also
some of the comments backed this up saying they needed more ‘specific training
relevant to the job’. In addition, the ICT Service Desk carries out monthly staff
satisfaction surveys, with a question specifically asking ‘who would benefit from on-
line learning’. Over 99% have responded positively to this.

It is clear that the type of training that is currently offered needs to be changed to
reflect the differing requirements to support ICT. This is further highlighted by the fact
that there is only one dedicated ICT trainer working with the Learning & Development
team and the person’s time has been reduced further resulting in the European
Computer Driving License (ECDL) being put on hold.

Nowadays there are a lot more opportunities that can be taken advantage of to
increase skills. These should be developed to cover:

e E-learning — tools could be made available for staff to use — such as MS Word,
Excel, PowerPoint etc with different levels of capabilities. In addition to this
utilising products such as that developed by Hampshire County Council for self-
help training.

¢ Increase self-help — through Frequently Asked Questions (FAQ’s) and on-line
video clips showing ‘how to do’ topics (currently being trialled by ICT staff).

e Developing the skills of ‘champions’ within service areas. Skills are abundant and
an area we need to tap into.

e |f formal training is required, then the Isle of Wight Council should be moving
more towards ‘signposting’ training to external sources rather than doing in-house
such as:

0 Using the Isle of Wight College in terms of linking to ‘Train to Gain’.

o0 Joining up with our partners in health or Hampshire council’s, to share
training

o0 Procuring from other training firms on the Island or elsewhere
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4.5.6

5

e As part of the development of the new purpose built secondary school at Cowes,
will provide access to residents and businesses to use the facilities and in-so-
doing improve their ICT literacy.

e Signposting — to other training providers.

To move this forward the following action needs to be carried out:

e Carry out skills assessment of staff capability across the council and the
different levels of need

e Carry out analysis of where support issues are based upon the type of calls
received by the ICT service desk or through the Learning Centre

e Develop ICT Training Strategy

e Establish responsibilities and funding and ensure training included in projects.

e Implement ICT training programme

Governance arrangements for ICT

This section describes the decision making and other governance arrangements needed to
ensure that the Council maximises the benefits it receives from its ICT investments.

5.1

511

51.2

52

521

5.2.2

523

Direction and Scrutiny

To achieve this strategy, the authority will establish an ICT Steering Group to meet at
least quarterly chaired by the Director of Resources which will:

have ownership of the ICT strategy on behalf of the organisation
help prioritise activities and investments to deliver the strategy
monitor progress

help clear blockages

The ICT Steering Group shall then raise issues and recommendations through to the
Directors Team.

In addition, the authority will establish a service level ICT User Group with
representatives for all departments which will meet at least bi-monthly to review
operational performance and related issues. The group will feed information and
recommendations into the ICT Steering Group.

Determining the ICT Investment programme

The ICT investment programme needs to find an appropriate balance between the
corporate and service needs of the organisation, the overall strategic agenda and the
human, financial and other resources that can be made available to support this.

The road map at the end of this document sets out a number of proposed projects
which will move this strategy forward. To ensure that the road map is kept up to date
and new projects evaluated as quickly as possible once identified, the ICT Steering
Group will introduce a mechanism which allows departments to submit brief outline
project proposals to the Board. The Board will determine which projects are worth
further work at the present time. The process for controlling this will be decided by
the board

Projects approved for further work and which carry significant cost, risk or complexity
will be deemed major projects and will be developed using the council’s agreed
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5.3

53.1

5.3.2

5.3.3

5.4

54.1

54.2

5.5

551

project management methodology. Smaller projects will be developed as directed by
the ICT Steering Group. No work will be carried out on projects not supported by the
ICT Steering Group.

How investment decisions will be made

Day to day decisions around the expenditure of ICT revenue budgets will be made by
the head of service / service supplier responsible for the ICT function within the
delegated revenue budget and in line with Council Standing Orders and delegated
authorities.

Decisions on other proposed investments will be taken by the Directors Group or
Cabinet as appropriate in response to recommendations made by the ICT Steering
Group.

Currently procurement of certain assets of ICT such as desktop’s, office software and
peripherals are managed from within each service budget. As of 1% April 2009,
procurement of these assets will be centrally managed and appropriate budgets
transferred across. A refresh program will be created along with a process for
controlling procurement of this ICT function

Change Management

The decision to make changes to any ICT service requires careful consideration as
all changes carry a possible risk to service. To control this risk, the authority will
establish a Change Advisory Board (CAB) of key stakeholders who will review
proposed changes to ensure that the risks are acceptable and that appropriate
planning and preparation has been carried out by all parties to mitigate the risks
associated with the change.

This group will be led by the ICT Change, Configuration & Release Manager (CCR)
in accordance with ICT Service Management best practice.

ICT Policies

On the 18™ of September 2008 a number of ICT policies were approved by the
Cabinet member for Residents and Resources under delegated decision. These
polices can be found on the council’s intranet. It was agreed that these policies
would not all be implemented at the same time but be enacted as follows:

(@)  October 1* 2008

® ICT Asset Disposal Policy

(i)  Mass Mailing Policy

(i) Electronic Communications Policy
(b)  November 1* 2008

(1) ICT Policy

(i)  ICT Hardware Policy

(i) ICT Software Policy

(iv) ICT Standards Policy

(v) ICT Telecommunications Policy

(vi) Portable Storage Media Policy
(c)  April 1* 2009

(1) ICT Security Policy

(i)  Information Security Policy
(d) August 1% 2009
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5.5.2

5.6

| 5.6.1

5.6.2

5.6.3

(i) Protective Marking Policy

The ICT auditor will perform random checks on service users to ensure that the ICT
policies are being followed. These checks will take place across the council at
varying intervals to ensure that “preparation” for them cannot be performed. The
Audit Committee and CMB will receive a report of the results of the checks.

Cobit

Control Objectives for Information & Related Technologies, (COBIT) is the most
widely used standard for ICT Governance worldwide. It is increasingly being used in
both the private and public sectors and was adopted by the Council as its ICT
Governance Framework in 2004.

COBIT is made up of 24 high level control objectives each broken down into further
detailed control objectives. Each high level control objective covers a different
element of ICT, for example Security, and generically defines how the area should
function. The overall aim of COBIT is to help ensure that ICT is structured and
functions in a way which helps to meet the business objectives of an organisation.

At the Authority Internal Audit have used COBIT as a tool to help identify gaps in the
existing control environment and make recommendations as to how ICT can better
meet the needs of the Authority. This process is ongoing. The Council’s ICT
Department have recognised the importance of COBIT as an aid towards better
meeting the needs of the Organisation by writing COBIT into job descriptions and
following up on recommendations through Management Meetings.
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6 Technology Architecture
6.1 Overview

6.1.1 The technology architecture can be viewed in two parts: the systems and the
infrastructure that the systems utilise.

6.2 Systems

6.2.1 Through the introduction of the three new ICT groups (Steering Group, User Group
and CAB) ICT will ensure that upgraded, replacement or new systems are always
required to conform to our agreed systems architecture.

6.2.2 The systems roadmap will be reviewed annually by the ICT steering group to ensure
that it can be changed if required to accommodate improvement in technology and
new improved methods of service delivery.

6.3 Infrastructure

6.3.1 The technology infrastructure will be documented with the systems architecture and
based on the principles set out in this strategy

Support efficient access to information

Support best practice Information Assurance

Support an efficient “modern council”

Support flexible working practices

Provide business continuity and support the DR plans of services
Provide VFM services, ensuring fast and efficient services whilst not
providing “gold plated” solutions.

6.3.2 The technology infrastructure will be based on the agreed technical standards and to
ensure that rogue technology is not implemented the standards will only be changed
by following the corporate change management process.
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7 Roadmap

The roadmap below shows the high level requirements for delivery of the ICT strategy. A more
detailed project plan will be created once the Strategy has been approved. Delivery of this
roadmap is dependant upon appropriate investment and resource availability.

Project Activity
ICT Governance
Set-up ICT Steering Group
Set-up ICT User Group
Implement Change Advisory Board
Enact ICT Policies

Better access to Information
Implement Government Connect
Encryption to Laptops, PDA's etc
Information Assurance Training
Document Control Solution
Accreditation to 1SO27001
Wide scale rollout of EDRMS
GIS / Information Observatory

Systems / Infrastructure
BSIP Project
Email upgrade
Network upgrade
Lone Working system

VFM Service Delivery
Implement Best Practise ICT Service

Centralise ICT Procurement
Develop Refresh programme -
Desktop

Evaluate Joint post for Head of ICT

HPSN2 Network
Joint Procurement with Health
Networks

Carbon Reduction
Develop Green ICT Strategy
Achieve target reduction in Carbon

Improve Customer Journey
Develop more integrated services
Customer knowledge - MIS
Review of Customer Journey

2008/09 2009/10 2010/11 2011/12
Qir3 Qtr4 Qtrl Qtr2 Qtr3 OQtr4 Ql-4 Ql-4
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Website more self-service
Publicise self-service

Flexible Working
Telephony system
Facilities system
Presence tracking
On-line collaboration
Mobile Application development
Increase mirrored infrastructure
Multi Functional Devices
Wireless Hotspots

ICT Business Continuity
Server Recovery Contract
Cofiguration Management System
Telephony Resilience
Update and test BC Plans
2nd Internet connection

National Projects
Peoples Network
Elections
Every Child Matters
Personalisation for Social Care

Schools Re-organisation
Cowes One School Pathfinder

Support Better Learning
ICT Skills Assessment
Review support issues for ICT
Develop ICT Training Strategy
Implement Electronic Induction
Implement Training programme
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8 Risk Management

The ICT department will maintain an up-to-date risk log aligned to the corporate risk
management methodology for the general operation of the function. This will identify:

e The key risks facing the ICT service

e The likelihood and impact of these risks

e The actions required to mitigate these risks and the responsibilities, timescales and
resources for managing them

Project managers for agreed major projects will maintain additional individual risk logs for their
projects.

The ICT Steering Group will regularly review risk logs and make recommendations to the
organisation about mitigating action beyond the remit of the ICT function. In addition any risks
around changes will be overseen by the ‘Change Advisory Board’ (See Section 6.4.1)
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9 Investment Requirements

The funding required to enable the proposed road map is detailed below (TO BE
COMPLETED). These figures are gross and do not cover any discounted deals that may arise
as part of the tender. It also does not include potential savings which may arise as a result of

transformation.

9.1 Essential Maintenance Schemes (£000’s)

Ref | Requirement 08/09 | 09/10| 10/11| 11/12| 12/13 Total
1 Networks — Improvements 0 0 15 15 15 45
g |2 Lone Working System 0 75 0 0 0 75
g |3 Corporate Server refresh 0 139 80 50 100 369
O 4 [ MembersICT 8 0 0 0 0 8

6 Security — Information Assurance 75 99 50 76 76 376

7 Networks — Improvements 85 34 3 122

8 EDRMS — Resource for support 0 30 30 30 30 122

9 Centralising Budgets 0 160 161 115 115 552
o 10 | Server Recovery Contract 25 25 25 25 25 125
% 11 | Lone Working System 0 15 15 15 15 60
o | 12 | Corporate Server refresh 0 32 6 6 6 50
© |13 | Members ICT 0 27 6 6 6 45
Total 185 636 391 197 197 1949

9.2 Development Schemes (to support Transformation agenda)

Ref | Requirement 08/09 | 09/10| 10/11| 11/12| 12/13 Total

14 | Telephony 0 0 539 0 0 539

15 | EDRMS 0 38 0 0 0 38
| 16 | Desktop Infrastructure 0 119 199 29 0 348
8 |17 | New Systems (e.g. Collaboration) 0 58 75 0 0 133
g |18 | ICT Resilience 0 33 190 5 0 228
O [19 [ Wireless 0 60 40 20 0 120

20 | Security 0 11 33 22 0 66

21 | EDRMS 53 88 88 13 0 242

22 | Desktop Infrastructure 0 92 0 0 0 92

23 | New Systems (e.g. Collaboration) 0 33 24 22 21 100
o 24 | ICT Resilience 0 7 17 1 13 38
% 25 | Wireless 0 191 142 136 136 605
5 | 26 | Printers— MFD’s 0 37 37 37 37 148
@ |27 | Other costs 0 15 67 77 87 246
Total 53 782 1451 362 294 2943

A detailed breakdown of the above costs is available on request.
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Appendix 1 - ICT Peer Review — Action Plan

No | Ref Main Findings Action Required Responsibility | Target Date
1 3.2.6 The Council’'s new Corporate Plan should be the starting | Develop ICT Strategy to meet the Acting Head of | Jan 2009
point for ICT planning and investment, not just for ICT objectives of the IOW Council taking | ICT
objectives, but also to enable the early identification of into account Corporate Plan and
the ICT implications of all service objectives. service planning requirements
4.3.3 To maintain the alignment of ICT with corporate and Agree process for Service planning Acting Head of | Jan 2009
Service Plans, the annual Service Planning Cycle should | takes into account time for revising ICT/
include provision for the Acting Head of ICT to identify ICT Service plans / strategy Corporate
any ICT implications, at the earliest time Performance
Manager
5.3.3 ICT service planning should fully reflect the ICT Strategy | Agree process for Service planning Jan 2009
and the ICT implications of Service Plans for other takes into account time for revising Acting Head of
functions and therefore ICT service plans should follow ICT Service plans / strategy ICT/
the preparation of other plans, at the earliest opportunity Corporate
Performance
Manager
2 3.3.8 The limited potential market interest in a Strategic Review opportunities for market Acting Head of | Aug 2009
Transformational Partnership should be noted, but testing and / or joint working with ICT
consideration should be given to more modest market health / Council partners
testing.
5.4.5 As an option to increase the capacity of the ICT Service, | Review opportunities for market Acting Head of | Aug 2009
appropriate aspects of in-house ICT support should be testing and / or joint working with ICT
tested against what established markets have to offer. health / Council partners
5.4.6 To ensure that the Council has a comprehensive and Include costs and provision of service | Acting Head of | Nov 2008
integrated communications system for the future, as part of Transformation Business ICT
working with a specialist communications partner should | case in areas such as Telephony,
be explored. Network infrastructure etc.
3 3.3.2 The high level model provided in the Report showing the | Adopt recommended model from Acting Head of | Dec 2008
relationship of the ICT Strategy with corporate planning, | SOCITM to be adopted as part of ICT
service planning budgeting and ICT governance should creating ICT Strategy
be adopted to enable the preparation of a business
driven ICT Strategy.
4 | 456 To encourage innovation and transformation, terms of Define Terms of Reference for ICT Acting Head of | Oct 2008
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reference should be defined for the ICT Steering Group
to establish its strategic and future looking role

Steering Group

ICT

5 6.2.5 ICT support services should be defined in Service Level | Define and agree SLA’s with all Acting Head of | April 2009
Agreements, within realistic costs, by the ICT Service in | service areas ICT
consultation with service areas

6 6.5.9 The ICT Service should improve its approach to change | Implement processes to support Acting Head of | Dec 2008
projects, by ensuring that resource allocations and Corporate Project management ICT
obligations to deliver to targets are visible methodology.

6.5.9 The new corporate project management methodology Ensure resource plans are up to date

should be used by the ICT Service for all projects thatit | and visible
controls and is involved in.

7 6.6.8 Customer relationships with Service Areas and project Review existing ICT structure and Acting Head of | Jan 2009
management should be improved by appointing resources and determine potential for | ICT
specialists who would facilitate the consideration of client engagement roles.
emerging needs and prepare the first definition of
implementation projects

8 6.4.4 The ICT User Group should be focused on the operation, | Review and refine Terms of Acting Head of | Dec 2008
support, enhancement and integration of current Reference for ICT User Group where | ICT
systems, including the formulation of Service Level required
Agreements

9 6.3.6 To make the most efficient use of ICT resources, within Continue work with finance Acting Head of | Apr 2009
any review of overall ICT spending there should be a department and heads of service to ICT
strong presumption that resources should held and centralise procurement of ICT.
managed by the ICT Service centrally

10 | 6.7.3 To ensure that the challenging programme of ICT Complete following consideration of Chief Apr 2009
change can be achieved the Council should appoint a Senior Management structure paper | Executive

Head of the ICT Service on a permanent basis

at Cabinet on 21° October 2008.
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Appendix 2 — Split of Corporate / Business Systems

Corporate Systems

Finance / HR Shared Services Infrastructure

General Ledger (being replaced by SAP — FI/CO) Corporate GIS from Identification & Authorisation
Cash Receipting (being replaced) . Highways System Directories

Creditors (being replaced by SAP — AP / AR) Planning Content Management

On-line Payments (being replaced) Fire Integration & Middleware

Debt recovery (being replaced by SAP — AP/AR) Countryside MS Office systems

Statement Billing (being replaced) Land Charges Workflow & Collaboration
Payment Transactions / Collection (being replaced) Emails & Calendars

Insurance CRM Archiving, Security and Continuity
Bacs (being replaced) Property Gazetteer IT Service Management

Forms Design CorVu — Performance Management

Electronic Point of Sale CorBusiness — Report Writer
Touch phone Payments (being replaced)

Handheld Devices
Desktop Equipment

E-Procurement (being replaced by SAP — SRM) Websites Server Infrastructure
Procurement Cards (being replaced) Intranet Network Infrastructure
Risk Management JCAD E-Forms Telephony

Payroll / HR (being replaced by SAP — HR/PY) On-line Surveys

Room bookings Training & Development

Business Specific Systems

Children’s Services

Community Services

Env. & Neighbourhoods

Legal & Democratic

Other Svc Specific

EMS

ICS

Family Info (ICHIS)

Student Finance

Young People Achievements
Contact Point

Library

Care Services (Swift)
Housing

People’s Network
Supporting People
Leisure

Reporting Services

Crematorium system
Crematorium & Cemetery admin
Highways Management
Car Parks

Fire Personnel

Fire Personnel Availability
Fire Safety

Consumer Protection
Vehicle Maintenance
Abandoned Vehicles
CCTV

Planning

Computer Aided Design

Land Charges

Legal Docs system
Registrars systems
Legal Case Management
Coroners System
Elections Software

Revs & Bens SX3

Revs & Bens DIP

Risk Management

Tourism DMS

Land & Property Management
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Appendix 3 - ICT Hardware / Software upgrades

Compliance

Implementation of Configuration Management System
Email Archiving

Westridge DR Site

Contact Point

ICS vic

Swift v24

Sustainability

Infrastructure refresh

Refresh of Swift Database server

Refresh of Citrix (Thin Client) environment
Refresh of other corporate servers
Refresh of SX3 - Revs and Bens

Improvement

Content Management (Conman II)
CorBusiness report

CorProjects

Revamp of Council’s Intranet (Self Service)

Replacement of Finance / HR / Payroll / Procure to Pay / Accounts payable /

receivable
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Version Control

Version | Description Date

0.1 | Initial draft document 23" November 2008

0.2 | Amendments from initial readings (ICT Managers) | 1% December 2008

0.3 | Amendments following feedback from ICT Steering | 13™ January 2009
Group

0.4 | Amendments following feedback from ICT User 1% March 2009
Group, CMB and ICT teams

0.5 | Amendments following feedback from Director of 7™ March 2009
Resources

0.6 | Amendments following feedback from Directors 30™ March 2009

Team
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